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Managed Apple Accounts 
Who are the "Gatekeepers"
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Federate
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Janine Melnitz (Me)
Organization Administrator • Ghostbusters, Inc

JM

Firehouse 
Everyone who works at the FireStation

Ghostbusters, Inc 
This contains all users and apps in this organization.

Default

Organizational Units
Top Organization

!

!NEW



Ghostbusters, Inc !



Ghostbusters, Inc !



Ghostbusters, Inc !Ghostbusters, Inc !

!NEW



Ghostbusters, Inc !Ghostbusters, Inc !

!NEW

Ghostbusters, Inc !

egon@ghostbusters.com

ray@ghostbusters.com

peter@ghostbusters.com



Ghostbusters, Inc !Ghostbusters, Inc !

!NEW

Ghostbusters, Inc !

egon@ghostbusters.com

ray@ghostbusters.com

peter@ghostbusters.com

Ghostbusters, Inc !



Ghostbusters, Inc !Ghostbusters, Inc !

!NEW

Ghostbusters, Inc !

egon@ghostbusters.com

ray@ghostbusters.com

peter@ghostbusters.com

Ghostbusters, Inc !Ghostbusters, Inc !



Can I use this as IdP for 
small business?

Potentially.  
Consider additional service 
needs and their support for 
"Sign in with Apple".

Can I embed Groups?
No. Only one level of Users is 
available for both Group 
Types.

Can I use Groups from 
my federated IdP? Currently not!



Built-in device management 
Enrollment



Adding Devices
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Auto Enrolled iPhone
Organization owned

Account-Driven Mac
Organization owned

Account-Driven iPhone
User owned



Account Driven Device Enrollment
Organization owned, already set up

Automated Device Enrollment
Organization owned, new or erased

Account Driven User Enrollment
Personally owned, already set up

Blueprint for User Devices!

! Blueprint for User Devices

Automated Device Enrollment
Organization owned, single function

" Blueprint for Service Devices

All device types SupervisedAll device types Supervised

! Supervised

! Blueprint for User Devices

Blueprints & Deployment Models!!

Limited Management
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FireHouse Name

Default Settings

Users / Group
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FireHouse Name

Default Settings

Users / Group

Wifi Configuration
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Discoveries
Settings > Account >  Profiles & 
Device Management  

Restrictions & Configurations

Passcode & Screenlock

Software Update (DDM)

Wi-Fi Payload (MDM)



Ghostbusters, Inc !

Device  
Inventory



Ghostbusters, Inc !

Overview
Details
Apps
Configurations

Device  
Inventory
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Organization owned, single function

Service Devices Blueprint

Assign to Device

Auto Approve

Simple passcode
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Automated  
Device EnrollmentGhostbusters, Inc !

Organization owned, single function

Service Devices Blueprint

Assign to Device

Auto Approve

Simple passcode

Auto lock?
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Automated  
Device Enrollment
Organization owned, single function

Wifi
Management
No Authorization
Passcode
All steps



Can I skip steps in the  
Setup Assistant?

No!  
Currently no Customization, 
Auto Advance or Skipping

Can I assign multiple 
Blueprints?

Yes! And Blueprints can be 
assigned to Users and 
Devices

Can I use Managed & 
Personal Apple 
Accounts on the same 
device

Only with Account-Driven 
Device Enrollment!

What about federation? Same rules apply!



Configurations 
Build in Device Management
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Missing Configuration Types
Compared to Apples Configurations on Github

//com.apple.configuration.accounts
//com.apple.configuration.audio-accessory
//com.apple.configuration.diskmanagement

//com.apple.configuration.keyboard
//com.apple.configuration.math

//com.apple.configuration.migration-assistant
//com.apple.configuration.safari

//com.apple.configuration.screensharing
//com.apple.configuration.services



Is  Business only 
compatible with 
Declarative Device 
Management?

No! At least Wi-Fi currently 
installs a Configuration 
Profile

Can I upload my own 
Configuration Profiles?

Yes, Custom Configurations 
are available for most 
device types. 

Does most secure 
Configuration win with 
conflicting Configs

No, you can prioritize  
configurations of the  
same type
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App Store, books & Packages 
Who you gonna call?

!NEW
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zoom
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zoom
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Automatic   
App Installation

Configure Auto
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Automatic   
App Installation

Configure Auto
Blueprints

Ghostbusters, Inc !Ghostbusters, Inc !



Automatic   
App Installation

Configure Auto
Blueprints
Add App
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Package Installation
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Ghostbusters, Inc !
www.intunebrew.com

https://www.intunebrew.com/apps


Can I auto install apps & 
make them available in 
the Apple Business App?

No! Each App must be set to 
either manual or auto.

Can I set PPPCs along 
with App Store Apps?

Only for Packages. Use 
Custom Settings.

Can I run scripts in 
Packages?

Yes! 
(untested, but mentioned on 
Apple Session)



Security 
"Don't look at the trap"
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Security Settings
Warning
No Firewall
Activation Lock
Compliance?
FileVault?
Gatekeeper



Ghostbusters, Inc !

Security Settings



Ghostbusters, Inc !

Security Settings

Firewall Configuration
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Enable
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Security Settings

Firewall Configuration
Enable
Add to Blueprint
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Security Settings

Firewall Configuration
Enable
Add to Blueprint
Drift
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FileVault Configuration
Encryption Certificate
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FileVault

FileVault Configuration 
Encryption Certificate

Upload .pem
Apply to Blueprint
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Can you rotate the 
FileVault Keys?

Currently not in the user 
interface. 

Can I set additional 
restrictions?

Additional restrictions are 
possible with custom 
settings 
com.apple.applicationaccess

What about pSSO
Right now it works only with 
Company Portal and custom 
setting. 
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New Configuration
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Gatekeeper
New Configuration
App Store & Devs
Deny Overide
Add to Blueprint
BIG MISTAKE!



Thank you!

compostbusters.com


