There's something Strange in the
Management Neighborhood

Takin' care of @ Business
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Run
Managed Accounts
Set up & manage devices

Email, contacts & calendar?
Grow

Reach more customers.

Get expert technical support.
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Managed Accounts
Set up & manage devices
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Signing up
Managed Apple Accounts
Enrollment methods
Configurations
Apps &Packages
Security
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business.apple.com

#Business

Create Managed Apple

Sign Up Account

Manage your business services across Apple.

First Name Last Name
Janine Melnitz

Managed Account

name@example.com
janine@ghostbusters.com

Password

Confirm Password

.appleaccount.com

®
Country Options
+1 (United States)
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@ Verify your organization to unlock Apple Business features. Verify Now >

Welcome, Ulrik

Apple Business at a Glance

Reach and engage customers, manage and secure devices,
and set up accounts

Café Olimpico
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Welcome, Ulrik

Apple Business at a Glance

Reach and engage customers, manage and secure devices,
and set up accounts

Café Olimpico
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@ Verify your organization to unlock Apple Business features. Verify Now > L Q J

Talktech ApS

Welcome, Ulrik

Apple Business at a Glance

Reach and engage customers, manage and secure devices,
and set up accounts

Café Olimpico
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& Business Home People Devices Apps & Services Brands  Ads Talktech ApS v <

@ Verify your organization to unlock Apple Business features. Verify Now >

Settings

Organization Talktech ApS

O Incomplete
Domains

Roles & Permissions

Integrations Learn More

Verify Now
Partner Access

Location Reports

Details Edit
Legal Terms

Organization Name Talktech ApS
Activity Center This is the legal entity name for your organization.

Organization ID 1500655454154087424 %)

D-U-N-S Number 306326347




business.apple.com

Verify Ghostbusters, Inc

This confirms your organization's identity and lets you take
advantage of Apple Business features. You'll only need to
do this once. Learn More

Verification Method 1

Verification Method 2




Business ID
Add a D-U-N-S Number or Employer Identification Number (EIN)

Domain Validation
Add a TXT record to your DNS server

Vat Registration

Upload an official document

Danish Business Authority Central Business

Registration (Cvr) Number
Upload an official document




Two types

Business ID
Add a D-U-N-S Number or Employer Identification Number (EIN)

Domain Validation
Add a TXT record to your DNS server

Vat Registration

Upload an official document

Danish Business Authority Central Business

Registration (Cvr) Number
Upload an official document




Two types
DUNS

Business ID
Add a D-U-N-S Number or Employer Identification Number (EIN)

Domain Validation
Add a TXT record to your DNS server

Vat Registration

Upload an official document

Danish Business Authority Central Business

Registration (Cvr) Number
Upload an official document




Business ID

T N ’O ty pes Add a D-U-N-S Number or Employer Identification Number (EIN)

Domain Validation

D U N S Add a TXT record to your DNS server

Vat Registration

D O m a i n Upload an official document

Danish Business Authority Central Business

Registration (Cvr) Number
Upload an official document

Alkoholbevilling

Upload an official document




Business ID
Add a D-U-N-S Number or Employer Identification N

Domain Validation
Add a TXT record to your DNS server

Two types

Vat Registration

D U N S Upload an official document

Danish Business Authority Central Business
Registration (Cvr) Number

o Upload an official document
Domain

V AT / CVR Alkoholbevilling

Upload an official document

Special Permits Issued by Each County - Kommune
Upload an official document

Lease or Property Agreement



Vat Registration
Upload an official document

Danish Business Authority Central Business
Registration (Cvr) Number

L i q u 0 r I ice n Se Upload an official document

Alkoholbevilling

Upload an official document

Special Permits Issued by Each County - Kommune
Upload an official document

Lease or Property Agreement
Upload an official document

Utility Bill

Upload an official document

Other




Danish Business Authority Central Business

Registration (Cvr) Number
Upload an official document

Alkoholbevilling

L i q u 0 r I ice n Se Upload an official document

Special Permits Issued by Each County - Kommune

Pe r m it Upload an official document

Lease or Property Agreement
Upload an official document

Utility Bill

Upload an official document

Other

Upload an official document




Alkoholbevilling

Upload an official document

X . Special Permits Issued by Each County - Kommune
L I q u 0 r I I Ce n Se Upload an official document

Lease or Property Agreement

Pe r m it Upload an official document

Utility Bill

Upload an official document

Lease

Other

Upload an official document




Special Permits Issued by Each County - Ki G NEW

Upload an official document

Lease or Property Agreement

L i q u 0 r I ice n Se Upload an official document

Utility Bill

Other

Upload an official document

Lease

Utility Bill




DEPARTMENT OF SUPERNATURAL AFFAIRS &
SPECTRAL REGULATIONS

14 North Moore Street, New York, NY 10013

CLASS-A ECTOPLASM CONTAINMENT UNIT
OPERATING LICENSE

This certifies that the bearer is authorized to operate
Class-A Ectoplasm Containment Units within the
citizens of New York City.

License No. DSA-SR-87A-114

Issued: March 12, 1984
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NEW YORK CITY DIVISION OF
SPECTRAL CONTAINMENT
14 North Moore Street, New York, NY 10013

GHOST TRAP
DEPLOYMENT PERMIT

This permit allows the bearer to deploy
approved spectral containment traps
within the five boroughs of New York City.
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Managed Apple Accounts

Who are the "Gatekeepers"
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#Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Manage users in your
organization.

Add people to help manage features in

Apple Business, or create Managed Apple
Accounts to provide access to your
organization’s apps and services. Learn More
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Users Vv + Exit

[ Q search e n Choose how to add users

1 User

Janine Melnitz (Me) Create a Managed Apple Account

Organization Administrator - Ghostbusters, Inc Talktech ApS will own and manage this account. You
can assign them any role and manage their apps and
devices.

Invite with an existing Apple Account

Send an email invitation to join using their unmanaged
Apple Account. You can assign them the marketing
administrator role or a custom role with brand
management permissions.

Want to import all your users at once?
Connect to an Identity Provider




business.apple.com @ fb +

Apps & Services Brands Ads Ghostbusters, Inc v @

Exit

Choose how to add users

New Account

Create a Managed Apple Account

Talktech ApS will own and manage this account. You
can assign them any role and manage their apps and
devices.

Invite existing ©new

Send an email invitation to join using their unmanaged
Apple Account. You can assign them the marketing
administrator role or a custom role with brand
management permissions.

Want to import all your users at once? I e d e r a t e

Connect to an Identity Provider
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Exit

Managed Account

Add a user

If you don't want to create a Managed Apple Account, you
can send an invitation to their existing Apple Account
instead. Send Email

First Name
Janine

Middle Name (Optional)

Last Name
Melnitz

Managed Apple Account
janine




business.apple.com

=

Apps & Services

=

Domain

ghostbusters.com

————

access to Orgar Sesremmm malondassand St your domain is
not listed, you can add it in Settings.

el be the Managed Apple Account used to sign in to deyjcae 'get

Contact Email
janine@ghostbusters.com

Roles & Organizational Units

Choose a Role
IT Administrator

Choose an Organizational Unit
Ghostbusters, Inc

Choose a Brand

Phone Numbers

Type @

‘ Cnilintrv/Reninn

© B + O

Brands Ghostbusters, Inc v @

VElnl=

Domain

Managed Account
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Domain

ghostbusters.com

This will be the Managed Apple Account used to sign in to devices to get
access to organization Email, Calendar, and Software. If your domain is
not listed, you can add it in Settings.

Managed Account

Contact Email
janine@ghostbusters.com

Domain
Role ©new

Choose a Role
IT Administrator

Choose a Brand

Phone Numbers

Type v o Q

‘ Cnilintrv/Reninn
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Domain

ghostbusters.com

This will be the Managed Apple Account used to sign in to devices to get
access to organization Email, Calendar, and Software. If your domain is
not listed, you can add it in Settings.

anaged Account

Contact Email
janine@ghostbusters.com

o
Roles & Organizational Units O I I Ia I n

Choose a Role
IT Administrator_

Choose an Organizational Unit
Ghostbusters, Inc

ole Onew

Phone Numbers

3 Org. Unit Qnew

‘ Cnilintrv/Reninn
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Phone Number (Optional)
Phone Number Exit

Organization

anaged Account

Job Title (Optional)

Manager (Optional)

omain

Start Date (Optional)
MM/DD/YYYY

Employee Number (Optional)
123456

ole Onew

Cost Center (Optional)
T1A2B3C-4D5EGF

Division (Optional)
Engineering

rg. Unit Onew

Department (Optional)
Internet Services

etails

¢
h



Organization Administrator

Can manage and assign all features in Apple Business,
Including agreeing to the Terms & Conditions.

People Manager

People Managers are responsible for specific organizational
units within Talktech ApS. They can be assigned to any
organizational unit, and manage individuals and content.

Device Enroliment Manager

Device Enrollment Managers manage devices and device
management services.

Content Manager

Content Managers are responsible for volume purchasing at
specific organizational units within Talktech ApS. They can be
assigned to any organizational unit, and manage licenses for
apps and books.

Staff

Employees who can use Apple devices and services managed
by your organization, but can’t sign in to Apple Business.

IT Administrator

Can manage people, devices, and licenses for apps and books.
Can be assigned to organizational units to limit people and
licenses they can manage.

Marketing Administrator

Can manage assigned brands, locations, and associated
features. Can invite users and manage shared access.

Device APl Manager




IT Administrator

Can manage people, devices, and licenses for apps and books.
Can be assigned to organizational units to limit people and
licenses they can manage.

Marketing Administrator

Can manage assigned brands, locations, and associated
features. Can invite users and manage shared access.

Device APl Manager

~
/
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Roles QO New

IT Administrator
Can manage people, devices, and licenses for apps and books.

Can be assigned to organizational units to limit people and
licenses they can manage.

Marketing Administrator
Can manage assigned brands, locations, and associated
features. Can invite users and manage shared access.

J
f \ Device APl Manager
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Marketing Administrator

Can manage assigned brands, locations, and associated
features. Can invite users and manage shared access.
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IT Administrator

Can manage people, devices, and licenses for apps and books.
Can be assigned to organizational units to limit people and
licenses they can manage.

Marketing Administrator
Can manage assigned brands, locations, and associated
features. Can invite users and manage shared access.

Device APl Manager




Home

business.apple.com

People Devices Apps & Services Brands Ads

Organizational Units

Group users and apps so administrators can manage them easily. Use organizational units that match your
organization structure or custom setups. Learn More

Organizational Units

Ghostbusters, Inc  Default
This contains all users and apps in this organization.

Firehouse
Everyone who works at the FireStation

¢ NEW
Locations

\ V4

Organizational Units

Top Organization

A

Y
®
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Users v +

[ Q Search } (1 Filter 6> N

Select All - 4 Users

Janine Melnitz
2 Roles - 2 Organizational Units

E S |
ot o Peter Venkman

Ray Stantz
Staff - FireHouse .I:E] @

Enroll De- Create
Peter Venkman vices Sign-In
Staff - FireHouse

Account Devices Software

(® Share Sign-in Instructions

Create a temporary password with sign-in instructions.
Once Peter signs in, storage, and other Apple Services will
be automatically configured.

Share instructions

Account

iCloud Storage 0 B of 5 GB used &
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[ Users ~ ] +
Users ] <1 Filter 6> ™N

User Groups

— " 2Roles- 2 Organizational Units

E S |
ot o Peter Venkman

Ray Stantz
Staff - FireHouse .I:E] @

Enroll De- Create
Peter Venkman vices Sign-In
Staff - FireHouse

Account Devices Software

(® Share Sign-in Instructions

Create a temporary password with sign-in instructions.
Once Peter signs in, storage, and other Apple Services will
be automatically configured.

Share instructions

Account

iCloud Storage 0 B of 5 GB used &




& Business

User Groups v

[ Q. Search

Select All - 3 Groups

Field Staff
D e 3 Users

a All users
& 8 Users

0 Administrators
& 2 Users

People

business.apple.com

& Apple Business

Devices Apps & Services Ghostbusters, Inc v Q

Create a user group

Provide details for your group. Learn More

7 Group Name
FireHouse

(Optional)
All employees working at the FireHouse
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& Apple Business

#€Business Home People Devices Apps & Services Ghostbusters, Inc v @

User Groups v + < Back

LO\ Search ] @ N

Select All - 2 Groups

S @ e
0 e Administrators Add users to Fleld Staff
t* )

2 Users
Create a user group manuaIIy or use a smart group to

automatically update members based on rules. Only
users with a Managed Apple Account can be added.

( User Group ] Smart User Group

[ Q. Search

Egon Spengler

egon@ghostbusters.com

Ray Stantz

ray@ghostbusters.com

Peter Venkman
peter@ghostbusters.com

Create Group




& Business

User Groups v

+

[ Q  Search

e n

Select All - 3 Groups

Field Staff
D e 3 Users

a All users
& 8 Users

0 Administrators
& 2 Users

People

< Back

business.apple.com

& Apple Business

Devices Apps & Services

Add users to FireHouse

Create a user group manually or use a smart group to
automatically update members based on rules. Only
users with a Managed Apple Account can be added.

User Group [ Smart User Group ]

Create Smart Group
Automatically update membership based on rules.

£ e

Type <

0 users in your organization match this criteria and will be
added to the group.

Create Group

Ghostbusters, Inc v

o
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® Apple Business

& Business People Devices Apps & Services Ghostbusters, Inc v Q

User Groups v

[ Q. Search

Select All - 4 Groups

FireHouse
# 4 Users

0 Field Staff .
@ Users FireHouse

0 All users

& 8 Users All employees working at the FireHouse

0 Administrators ya @ @I

[
2 Users Edit Details Edit Rules

Blueprints

Type
Organizational Unit

1 Organizational Unit

4 users in your organization match these criteria. Manage users




Potentially.
Can | use this as IdP for Consider additional service
small business? needs and their support for
"Sign in with Apple".

No. Only one level of Users is
Can | embed Groups? available for both Group

Types.

Can | use Groups from

my federated IdP? Currently not!




Built-in device management

Enrollment
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ople Devices

e N

1, 2021)
Q6W5

K1K6JF8J

SMF3Q

G8MF3Q
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ement - G7TKJ2C30N

h) (5th generation)
/HN

h) (5th generation)
G2YY2F

ement - WJGN490KLF

X
ement - D7R3TT20XX

Apps & Services

e © h + O

Brands Ads Ghostbusters, Inc @

Customer Numbers
Add

No Apple Customer Numbers found

Reseller Number

A unique identifier for each Apple Authorized Reseller or authorized cellular
carrier who allows purchases to automatically appear in Apple Business.

Humac A/S (176C9630) © Verified

Contact support to remove this Customer Number.

Comm2IG A/S (5C68020) © Verified

Contact support to remove this Customer Number.

Devices

9

Assigned

Thos M Mo Doen asagnd 10 "Acme, e *

Assign this Mac 1o an MOA server in Appie Buarmess Marager 1o confpre 1y
erveolmart settegy o ecabie Atomated Devace [rvolmant

MacBook A (20200

(V] MacBook Pro (13° 2020)
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#Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v

@ Verify your organization to unlock Apple Business features. Verify Now >

Devices
Inventory

Management

Set up device
management.

With your customer number, you can see all
your devices in one place. Set up Automated
Device Enrollment for zero-touch deployment.
Learn More

(O Organization Verification Required

To set up this feature, provide more organization information.

Verify Now >

T B S R T R i 0 A R A S L N s A T SR P R R S S A A R e Rt i e R
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@ Apple Business - Blueprints

®€Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v

Devices Exit
Inventory Set up device management

Turn on built-in device management or add an existing
Management Services ement service. Learn More

Built-in Management A
@ Turnon built-in device management
@)

Blueprints Manage devices and accounts in one place.

Configurations _
Connect external device management
@ Connect your existing service to use

Managed Apps Automated Device Enroliment.

macQOS Packages

AR A AR N T O N RO R TR N e o e R R R N A s R ey A e R A MR« 4 S S A G SO B U A D P I A R S O I Wl S T R
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@ Apple Business - Blueprints

®€Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v

Devices Exit
Inventory Create a Blueprint
‘ Blueprints are groups of apps and settings that you can
Management Services assign to users and user groups. Learn More
Built-in Management A e ~\
. Blueprint for user devices
Blueprints :& Manage user devices with recommended
defaults.
Configurations \ )
Managed Apps Blueprint for service devices
.LT:] Set up and manage service devices like
macQOS Packages conference rooms or kiosks.

Custom Blueprint

gﬁ Create a Blueprint with any configurations or
apps for user or service devices, or both.

AT «um ig‘?'om’;‘.ﬁ £ ﬂ@‘ e CEOn 3 R N A O i B AR R A AR AN RS S AR A e



b v <

& Business

Devices
Inventory
Management Services

Built-in Management

Blueprints
Configurations
Managed Apps

macOS Packages

0

Home

People

business.apple.com

Devices Apps & Services

Management Services

Services Assignment History

Default Device
Assignment

Device Management

Services

¢ M + O

Brands Ads Ghostbusters, Inc v Q

Automatically assign devices to your preferred device management >
service.

Lo

Lo

Lo

Lo

Lo

Lo

Add device management service

Built-in device management

Devices Added by Apple Configurator

Intune POC

Softworld Mosyle

Talktech Intune

Talktech Kandji

Talktech MDM

N R R T O o AR s Ay

3 Devices >

0 Devices >

1 Device >

0 Devices >

0 Devices >

1 Device >

8 Devices >

AR AR (:f.“.;&-{j('-_:-,_.,‘-;"-\ R E g F P O L S N PN
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0

#Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @
Devices < Back
Inventory Built-in device management

3 Devices

Management Services

Built-in Management N\ FileVault : : - :
FileVault Encryption Certificate Upload file
Blueprints . . . »
Your FileVault recovery keys are encrypted with your encryption certificate. To create an
encryption certificate, learn more.
Configurations
Managed Apps

Device Enrollment iPad ‘
iPad

Enroll as organization-owned devices
macOS Packages

iPhone ‘

iPhone
. \/

Enroll as personal devices

Mac Mac
Enroll as organization-owned devices

Apple Vision Pro Apple Vision Pro

VvV

Enroll as organization-owned devices

Date Created April 14, 2026

A I S S B B T e B i T S T AT DM S v AR T T T« i S s s o s o AR P R A R i N R S S B
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business.apple.com C

Home People Devices Apps & Services Brands Ads

< Back

Built-in device management

3 Devices
FileVault
FileVault Encryption Certificate Upload file
Your FileVault recovery keys are encrypted with your encryption certificate. To create an
encryption certificate, learn more.
Device Enrollment iPad iPad
\ » v
Enroll as organization-owned devices
iPhone A
iPhone
‘ [ v |
Enroll as personal devices
Mac Mac
Enroll as organization-owned devices
Apple Vision Pro ‘ Apple Vision Pro |
Enroll as organization-owned devices
Date Created April 14, 2026

Ghostbusters, Inc v

S R R S R

T R L R I i s A T AN B R e T SR D R e

e B S A e i R R
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business.apple.com C (b +

Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v >

=Y

< Back

Built-in device management

3 Devices

FileVault
FileVault Encryption Certificate Upload file

o
Your FileVault recovery keys are encrypted with your encryption certificate. To create an
encryption certificate, learn more.
° °
E | Organization owned

Enroll as organization-owned devices

o oot as personl device v iPhone
= n User owned

Enroll as organization-owned devices

Apple Vision Pro ‘

Apple Vision Pro
Enroll as organization-owned devices e | M a C
Date Created April 14, 2026 O rg a n Izat I O n OW n ed

A B SR R S e S

e B S A e i R R
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) Blueprints & Deployment Models

Device Enrollment
Organization owned,

Blueprint for User Devices

All device types Supervised

Device Enrollment
Organization owned,

:‘ Blueprint for User Devices

[ 1 Supervised

Device Enrollment
Organization owned, single function

[ ) Blueprint for Service Devices

All device types Supervised

User Enroliment
, already set up

:& Blueprint for User Devices

Limited Management
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@ Apple Business - Blueprints

Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v Q

Device Enrollment

Organization owned, new or erased

Exit

Create a Blueprint

Blueprints are groups of apps and settings that you can
assign to users and user groups. Learn More

Blueprint for user devices

a&a Manage user devices with recommended
defaults.

Blueprint for service devices

.LT:] Set up and manage service devices like
conference rooms or kiosks.

Custom Blueprint

gﬁ Create a Blueprint with any configurations or
apps for user or service devices, or both.




business.apple.com

@ Apple Business - Blueprints

Home People Devices Apps & Services Brands Ads

FireHouse

Configurations + Add Wi-Fi Network
B Password Policy - Enforced

Software Update - Automatic
Apps (Optional)

+ Add users

P T B S B T S S s A R A S S N s R T SRS P

Ghostbusters, Inc v

NS e g e e S L R

Exit

Device Enrollment

Organization owned, new or erased

Name
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@ Apple Business - Blueprints

Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v Q

Device Enrollment

Organization owned, new or erased

Exit

Name

Configurations

Default Settings

Apps (Optional)

+ Add users

R e R i A T R s A A A S S A R e R i R R e I S S A RS SR B s (R
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@ Apple Business - Blueprints

Home People Devices Apps & Services Brands Ads
FireHouse
Configurations + Add Wi-Fi Network

B Password Policy - Enforced

Software Update - Automatic
Apps (Optional)

Users . FireHouse - 4 users

+ Add users

Ghostbusters, Inc v

Exit

Device Enrollment

Organization owned, new or erased

Name
Default Settings
Users / Group
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& Apple Business - Blueprints

evices S i rands 5 Ghostbusters, Inc v Q

Device Enrollment

Organization owned, new or erased

Name

FireHouse

Edit name

Default Settings
Users / Group
Wifi Configuration




Device Enrollment

Organization owned, new or erased
Wifi

Management

Apple Account

2FA

Passcode
All steps




Copenhagen SATURDAY

Device Enroliment , i 5

No Events

Organization owned, new or erased i Gt - A o
Wifi
Management

Apple Account
2FA

Passcode
All steps




16.29 - < @m) PS ®
( e Discoveries

Passcode required

Settings > Account > Profiles &

Simple passcodes allowed

Alphanumeric required

Device Management

Minimum length 12

Max grace period Immediately

Restrictions & Configurations

Max inactivity 5 minutes

Passcode & Screenlock




S Discoveries

Software Update

ooy d Softvare Update Settings > Account > Profiles &
Device Management

Restrictions & Configurations

Passcode & Screenlock

Software Update (DDM)




- - Discoveries

Mobile Device Management

A Settings > Account > Profiles &
Wir etk ' Device Management

~ Wi-Fi
Network: Echo Wifi
Encryption: WPA2

Restrictions & Configurations

SCEP Device Identity Certificate

b7e41a02-4096-11f1-92a2-
e286fc490454

I_sg:edby:AppleMDMRSACA1 PaSSCOde & ScreenIOCk

Expires: 15 October 2026

Signing Certificates

Software Update (DDM)

Cloud MDM

Issued by: Apple Worldwide
Developer Relations Certification

Wi-Fi Payload (MDM)

Apple Worldwide Developer
% Relations Certification Authority
Issued by: Apple Root CA




= business.apple.com
& Apple Business - Inventory
Home People Devices Apps & Services
Inventory +
Customer Numbers >
\ Q. janine ‘ ®@ N
A
1 Device

D iPhone 14 Plus

Janine Melnitz

A B T i AN P PR T T i P o SR RN S

< ©®© 0

Brands Ads Ghostbusters, Inc v

iPhone 14 Plus
i0S 26.4

@ (([:])) cee

Sign Out Assign De- Lost Mode More
User vice Man-
agement
Overview Details Apps Configurations

0 I0S 26.4.1 will be enforced on May 2, 2026 at 5:00
PM device local time. The user is notified daily.

Details >
Assignment Janine Melnitz
Serial Number WJG6N490KLF
Status

Last Seen 5 minutes ago

ARy M R A AN D S A R e I M R S T B R

Inventory
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business.apple.com

@ Apple Business - Inventory

Home People Devices Apps & Services
Inventory +
Customer Numbers >
\ Q. janine ‘ ®@ N
A
1 Device

D iPhone 14 Plus

Janine Melnitz

A B T i AN P PR T T i P o SR RN S

< ©®© 0

Brands Ads Ghostbusters, Inc v
N\
iPhone 14 Plus
i0S 26.4
= «
Sign Out Assign De- Lost Mode More
User vice Man-
agement
Overview Details Apps Configurations

0 I0S 26.4.1 will be enforced on May 2, 2026 at 5:00
PM device local time. The user is notified daily.

Details >

Assignment Janine Melnitz

Serial Number WJG6N490KLF
Status
Last Seen 5 minutes ago

ARy M R A AN D S A R e I M R S T B R

Inventory

Overview
Details

Apps
Configurations



@& System Settings Edit View Window Help

@ Recents

| s—
9 Shared

Documents Prev
..Z\. Applications

-] Desktop
[3 Documents
@ Downloads

¢ iCloud Drive
m janine
&) Macintosh HD

Q Search

Janine Milnitz

Apple Account

B wi-Fi
a Bluetooth
Network

\we Battery

Accessibility
Appearance
=) Menu Bar

%) Apple Intelligence & Siri
Desktop & Dock
Q Displays
Q Spotlight

. Wallpaper

n NAatifinatinne

Device Enrollment

Macarons

2

General

-

Science Center

' Metro Map

htorium Trip Ethan at the Gym

Manage your overall setup and preferences for Mac, such as software

updates, device language, AirDrop, and more.

.} About

V%) Software Update

L Storage

® AppleCare & Warranty

AirDrop & Handoff

AutoFill & Passwords
Date & Time
Language & Region

Login Items & Extensions

Mon Apr 27 16.21

L




-

Home People Devices Apps & Services Brands Ads

business.apple.com ¢ @ d-] + [_{__L]

Ghostbusters, Inc v @

. Device Enrollment

Blueprints are groups of apps and settings that you can O rg a n Iza t I O n OW n ed / S I n g | e fu n Ct I O n
assign to users and user groups. Learn More

Blueprint for user devices

g S Service Devices Blueprint

defaults.

Blueprint for service devices

.LT:] Set up and manage service devices like
conference rooms or kiosks.

Custom Blueprint

gﬁ Create a Blueprint with any configurations or
apps for user or service devices, or both.




business.apple.com C @ @ + IE]

Home People Devices Apps & Services Brands Ads Ghostbusters. Inc v ﬁ

Device Enrollment

= Organization owned, single function

—_—

, % tioniPad
Add devices

Service Devices Blueprint

get all apps and configurations.

[ Q. mini ]
Enforced @

I — Assign to Device

G7TKJ2C30N - Automatic ©)

Edit

Automatically approve the initial enroliment for devices

Save

added to this Blueprint. Learn More

Devices <+ Add devices

Cancel




business.apple.com

Home People Devices Apps & Services Brands Ads

Ca

, % tioniPad
Add devices

Devices added to this Blueprint will automatically
get all apps and configurations.

(< |

ﬂ iPad mini (6th Generation)
G7TKJ2C30N - Automatic

Enforced

Automatically approve the initial enroliment for devices

added to this Blueprint. Learn More
»
BEeEeIeV :

Cancel

Edit

©® O

Ghostbusters, Inc v

~

Exit

O

Device Enrollment

Organization owned, single function

Service Devices Blueprint
Assign to Device

Auto Approve



. B Device Enrollment

Organization owned, single function

Service Devices Blueprint

Configurations @ FireHouse Wi-F Ed
: °® [
] ot ; Assign to Device
Software Update - Automatic @)

Apps (Optional) A u t O A p p rove
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business.apple.com ¢ fI] +

Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v

L Horsmbme Device Enroliment

Choose whether to allow repeated characters (e.g. 111) or patterns (e.g. ABC). If set
to "No", the device will also be required to have at least one special character even if

. Search ’ ® N none are required below. ) ] ] )
0 Organization owned, single function

All Configurations e

Browse all configurations = \

. = . .
Requize#alphanumeric passwords ~

® o o
ervice Devices Blueprint
4 number. A

///

App Access - I0S, tvOS, visionOS

,/ N
J/ - \

, () Yes \
FireHouse Password and Screen Unlock /
Password and Screen Unlock - i0S, macQOS, visionOS }// o No \'

| o o
- ‘ Assign to Device
Software Update - iOS, macOS 3 Minimum Iength
\ Choose the smallest number of password characters allowed.
FireHouse Wi-Fi \ /
Wi-Fi - i0S, macOS, tvOS, visionOS §
N\ 6
N\
Reception iPad Password and Screen Unlock N\ N
Password and Screen Unlock - i0S, macOS, visionOS . . ‘\1\; . >
MinimunTSeegial characters g
: ,, —— L —
Reception iPad Software Update Choose the smallest number of non-aipnanumeric characters required.
Software Update - i0S, macOS
0
S . I d
Password history I I l l p e p a SS C 0 e

Choose whether new passwords must be different from ones previously used.

Cancel Save

Yes

R A A S s A T AN B A N R e T S RS




= business.apple.com
Home People Devices Apps & Services
nfigurations +
. Search ’ @ N
nfigurations

All Configurations
Browse all configurations

App Access
App Access - I0S, tvOS, visionOS

7

FireHouse Password and Screen Unlock 4
Password and Screen Unlock - i0S, macQOS, visionOS /

FireHouse Software Update
Software Update - i0OS, macOS

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

Reception iPad Password and Screen Unlock
Password and Screen Unlock - i0S, macOS, visionOS

Reception iPad Software Update
Software Update - i0S, macOS

y di . . ~
_Moose whether to require that passwords contain at least one letter and o
¥ number.

Brands Ads Ghostbusters, Inc v

Allow simple passwords

Choose whether to allow repeated characters (e.g. 111) or patterns (e.g. ABC). If set
to "No", the device will also be required to have at least one special character even if
none are required below.

© VYes

No

= \

. = . .
Requize#alphanumeric passwords ~

///

X
~

N\

Yes

O No

Minimum length

Choose the smallest number of password characters allowed.

6

N
\\ _

Minimu rgcters

= 7 /'
Choose the smallest number of non-aipnanumeric characters required.

Password history

Choose whether new passwords must be different from ones previously used.

Cancel Save

Yes

R A A S s A T AN B A N R e T S RS

Device Enrollment

Organization owned, single function

ervice Devices Blueprint
ssign to Device

uto Approve

imple passcode

Auto lock?




Device Enrollment

Organization owned, single function
Wifi
Management

No Authorization
Passcode

All steps




Can | skip steps in the
Setup Assistant?

Can | assign multiple
Blueprints?

Can | use Managed &
Personal Apple
Accounts on the same
device

What about federation?

No!
Currently no Customization,
Auto Advance or Skipping

Yes! And Blueprints can be
assigned to Users and
Devices

Only with Account-Driven
Device Enrollment!

Same rules apply!




Configurations

Build in Device Management



@) AirDrop

AirPlay

=B AirPrint

W App Access

3 Apple Intelligence & Siri

@ Application Layer Firewall

Certificate

§o» Configurations

g Content Caching

@ Data Management

Energy Saver

FileVault

ﬂ Gatekeeper

& iCloud

g Lock Screen

[l
]

Password and Screen Unlock

@ Software Update



Viissing Configuration Types

Compared to Apples Configurations on Github

//com.apple.configuration.accounts
//com.apple.configuration.audio—accessory
//com.apple.configuration.diskmanagement
//com.apple.configuration.keyboard
//com.apple.configuration.math
//com.apple.configuration.migration—-assistant
//com.apple.configuration.safari
//com.apple.configuration.screensharing
//com.apple.configuration.services



|s @ Business only
compatible with
Declarative Device
Management?

Can | upload my own
Configuration Profiles?

Does most secure
Configuration win with
conflicting Configs

No! At least Wi-Fi currently
installs a Configuration
Profile

Yes, Custom Configurations

are available for most
device types.

No, you can prioritize
configurations of the
same type




#€Business

Devices
Inventory
Management Services

Built-in Management

Blueprints
Configurations
Managed Apps

macOS Packages

Home

Blueprints

{ Q Search

1 Blueprint

@ FireHouse

3 Configurations

business.apple.com

@ Apple Business - Inventory

People Devices Apps & Services Brands

Edit Configurations

Add configurations to employee devices. To add
more, go to Configurations.

Q. Search

Security Network Personalization

0 FireHouse Password and Screen Unlock

FireHouse Software Update
FireHouse Wi-Fi

0 Secure Passcode & Screen Unlock

Ads Ghostbusters, Inc v ﬁ

FireHouse

/ Q)

Edit name Delete

People Devices Configurations

tions

iuse Password and Screen Unlock

use Software Update

yuse Wi-Fi

Apps

Edit




business.apple.com

@& Apple Business - Inventory

&€ Business People Devices Apps & Services Ghostbusters, Inc v

Edit Configurations

Add configurations to employee devices. To add
more, go to Configurations.

Do you want to replace the following
configuration with ‘Secure Passcode
& Screen Unlock'?

'‘Secure Passcode & Screen Unlock' conflicts
with payloads in this configuration:

ﬂ FireHouse Password and Screen Unlock

Password and Screen Unlock




b v <

& Business

Devices
Inventory
Management Services

Built-in Management

Blueprints
Configurations
Managed Apps

macOS Packages

0

Home People Devices

Configurations

| Q  Search

9 Configurations

e e

All Configurations
Browse all configurations

App Access
App Access - I10S, tvOS, visionOS

FireHouse FileVault
FileVault - macOS

FireHouse Firewall
Application Layer Firewall - macOS

FireHouse Password and Screen Unlock
Password and Screen Unlock - iOS, macOS, visionOS

FireHouse Software Update
Software Update - i0S, macOS

FireHouse SSO
Custom Setting - i0S, macOS, visionOS

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0OS, macOS, visionOS

Reception iPad Software Update
Software Update - i0S, macOS

business.apple.com

e N

P~

Apps & Services

C) @ [1.]

Brands Ads

Assignments

Blueprints

1 Assigned

Details

Configure security settings for passwords, auto-unlock,
smartcards, and screen unlock.

Configuration >

Platforms

iI0S, macQOS, visionOS

Installation Priority

Only one Password and Screen Unlock configuration can be
installed on a device at a time. If you assign multiple Password
and Screen Unlock configurations to the same device, priority will
determine which single configuration will get installed.

Installation Priority

1

Priority 1 (Highest)
FireHouse Password and Screen Unlock

Priority 2 (Lowest)
Reception iPad Password and Screen Unlock

Drag to change the installation priority.

A AT A B e A A R A A I S S N S R B A 0

Ghostbusters, Inc v




business.apple.com < @ @

b v <

0

#®Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Assignments
Devices
. Installation Priority
nventory
Management Services Only one Password and Screen Unlock configuration can be

L installed on a device at a time. If you assign multiple Password niock
ullt-in Management . . . . . .
and Screen Unlock configurations to the same device, priority will
Plueprints determine which single configuration will get installed.
D
Configurations
Installation Priority
Managed Apps 1
macOS Packages
tion can be
ple Password
Priority 1 (Highest) aVI:ZZ priority will

FireHouse Password and Screen Unlock

Priority 2 (Lowest)
Reception iPad Password and Screen Unlock

Reception iPad Software Update
Software Update - i0S, macOS

Drag to change the installation priority.

R S T B A R B R S s i A o T B T L N e e A i R A I R I S S N A M S e R B R 2 R b




App Store, books & Packages

Who you gonna call?



() v

#Business

Settings
Organization
Payments & Billing
Domains

Roles & Permissions
Beta Features
Organizational Units

Access Management
Sign in with Apple
Apple Services

Integrations

API
Partner Access
Legal Terms

Activity Center

business.apple.com (I] +

Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Payments & Billing

Apps & Books Purchase History

Payment Methods

Payment methods are used for Apps & Books purchases made by your account. Shared
payment methods can be used by anyone in your organization, while additional payment
methods are for your personal use. Learn more = =

Shared Payment Method ’ Payment Method
Add @) @ Visa eees 4775 Update

Store Credit

Use PO Credit to buy apps and books.

Store Credit
DKK 0.00 Add ®

Content Tokens

Upload your tokens in your device management service or Configurator app to start
assigning your content to your devices.

14 Content Tokens

€O NEW




() v

#Business

Settings
Organization
Payments & Billing
Domains

Roles & Permissions
Beta Features
Organizational Units

Access Management
Sign in with Apple
Apple Services

Integrations

API
Partner Access
Legal Terms

Activity Center

business.apple.com (I] +

Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Payments & Billing

Apps & Books Purchase History

Payment Methods

Payment methods are used for Apps & Books purchases made by your account. Shared
an be used by anyone in your organization, while additional payment
Fou personal use. Learn more

Shared Payment Method A \ Payment Method
Add ® ‘ @ Visa eeee 4775 Update

Store Credit

Use PO Credit to buy apps and books.

Store Credit
DKK 0.00 Add ®

Content Tokens

Upload your tokens in your device management service or Configurator app to start
assigning your content to your devices.

14 Content Tokens

€O NEW




business.apple.com

Store

Apps

Custom Apps

Zoom Workplace

Zoom Communications, Inc. - iOS and visionOS
% % % % ¥ DKK 0.00

Zoom Rooms
Zoom Communications, Inc. - i0S App
DKK 0.00

Join for Zoom Meetings
HYPER DEV LTD - macOS App
DKK 0.00

Zoom!

Rigel Ailur, Azure Avians, Reid Alan, Jess Barry & ...

DKK 15.20

App for Zoom Meetings °
NeuronTech Studios LLC - macOS App
DKK 0.00

Zoom for Safari
Stefan Van Damme - i0S, macOS, and visionOS
DKK 0.00

Zoom! - Magnified Pics
Gabriel Silviu Stefan - iI0S App
DKK 0.00

Zoom Workplace

y{ole0laal Zoom Communications, Inc. - iOS and visionOS

View Details 2

Buy Licenses

Assign to

Apple Business
Apple Deployment MDM
Apple Israel

arhus

ST

Intune POC
IT Department
Kandji POC



business.apple.com

Store

Apps Custom Apps

Price Quantity Credit Card

Zoom Workplace DKK 0.00 Card ending with 4775

Zoom Communications, Inc. - iOS and visionOS
% % % % ¥ DKK 0.00

Total Cost DKK 0.00
Zoom Rooms

Zoom Communications, Inc. - i0S App
DKK 0.00

Join for Zoom Meetings Manage Licenses @
HYPER DEV LTD - macOS App

DKK 0.00 Organizational Unit Available
B _ - W

Zoom!
Rigel Ailur, Azure Avians, Reid Alan, Jess Barry & ...
DKK 15.20

App for Zoom Meetings °
NeuronTech Studios LLC - macOS App Intune POC Transfer
DKK 0.00

Zoom for Safari Talktech ApS
Stefan Van Damme - i0S, macOS, and visionOS
DKK 0.00

Transfer

Zoom! - Magnified Pics
Gabriel Silviu Stefan - iI0S App
DKK 0.00




() v business.apple.com @] +

#Business Home People Devices Apps & Services Brands Ghostbusters, Inc v @

Devices Your Managed Apps

Inventory [O\ Search ] @ N

: 1App
Management Services

Zoom Workplace
Built-in Management App - i0S, iPadOS, visionOS Zoom Workplace

Blueprints Overview  Install Status  Configuration  Licenses

Configurations

e This app has no Blueprints

Managed Apps Deploy Zoom Workplace to users and devices by adding
it to a Blueprint.

macOS Packages Go to Blueprints >

Configuration

Choose how this app functions on your devices.

Installation

Install Status

Installed
Updates Pending

Failed

Licenses




Automatic

People Devices Apps & Services Ghostbusters, Inc v @

App Installation

Your Managed Apps

Qe Jemw

2 Apps

Microsoft Authenticator ®
Configure Auto

B8 Zoom Workplace Overview  Install Status ~ Configuration  Licenses
App - I0S, iPadOS, visionOS

Installation

Choose how Zoom Workplace gets added to devices. Changes here only affect
organization-owned devices that are assigned to users. Learn More

© Automatic
Automatically install Zoom Workplace as soon as it's assigned to a device. Users
won't be able to remove the app once it's installed.

() Manual

When Zoom Workplace is assigned to a device, users can install it themselves
using the Apple Business app. They can remove Zoom Workplace at any time.




business.apple.com fb + @

Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Blueprints +

© n
2 Blueprints | @
L

) FireHouse Edit apps

1 App - 5 Configur.

Automatically assign and manage apps by adding .
them to this Blueprint. FlreHOuse

Cy Reception iPad

3 Configurations

Edit name

O @ Microsoft Authenticator People Devices Configurations

@ Zoom Workplace

Workplace

Automatic
App Installation

Configure Auto
Blueprints




business.apple.com

Home People Devices Apps & Services Brands Ads

Blueprints +

© n
2 Blueprints | @
L

) FireHouse Edit apps

1 App - 5 Configur.
Automatically assign and manage apps by adding
them to this Blueprint.

Edit name
People Devices Configurations Apps

() @ Microsoft Authenticator

- FireHouse
Ty Reception iPad

3 Configurations

@ Zoom Workplace

Workplace

h + ©

Ghostbusters, Inc v @

Automatic
App Installation

Configure Auto

Blueprints
Add App




= business.apple.com

Home People Devices
Blueprints +
[O\ Search } @ N

2 Blueprints

I FireHouse
W 1 App - 5 Configurations

) Reception iPad

3 Configurations

Apps & Services

Brands Ads

Overview People

1App

22yl Zoom Workplace

Ghostbusters, Inc v @

C

S—

FireHouse

/ ©

Edit name Delete

Devices Configurations Apps

+

O

Weather

U

O
()
()
Q)
2)
)

D

iTunes Store

Authenticator



Package Installation
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#Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Devices Your macOS Packages

Inventory [ Q Search } ®

Management Services No Packages added.

Apps appear here when their licenses are assigned to the

"Apple Business” organizational unit. Learn More
Built-in Management

Blueprints

Configurations

Managed Apps

Pack
macOS Packages No Packages Selected




() v business.apple.com (I) +

&Business People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Devices e

Inventory

Management Services

Add New Package

Built-in Management

Blueprints Paclkage Name
Melard Inventory

Configurations

Package Information

Managed Apps Configure your hosted macOS packages and deploy them to

your users and devices. Learn more about hosting and
macOS Packages distributing packages.

macOS Package URL
https://melardclothing.com/myApplnstaller.pkg

Enter the URL to the macOS package installer. Ensure the file at this
URL will not change.

SHA-256 Hash
5fd924625f6ab16a19cc9807c7¢c506ae1813490e4be

Enter the SHA-256 hash of the package. For instructions on generating
a hash, learn more.

Bundle ID
com.melardclothing.myapp

Enter the Bundle ID of the application installed by the package.




() v business.apple.com (I) +

&Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Devices e

Inventory Version Number

1.0

Management Services
Enter the version number of the app assigned by its developers. This

will be visible on the Apple Business app for the Mac.
Built-in Management

Additional Information (Optional)
Blueprints

App Icon

Configurations 1024 x 1024 pixels max - 10 MB max
/

Managed Apps 0

Choose file
macOS Packages PNG, JPG, or ICNS

-

Description

This will be visible on the Apple Business app for the Mac.

Internal inventory management tool

System Extensions

Allow system extensions to load without prompting users for approval.
Learn more about system extensions.

(® Add system extension

Privacy Preference Permissions




() v business.apple.com (I) +

&Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

Devices e

Choose file

Inventory PNG, JPG, or ICNS

Management Services
Description

Built-in Management This will be visible on the Apple Business app for the Mac.

Blueprints Internal inventory management tool

Configurations .
System Extensions

Allow system extensions to load without prompting users for approval.
Learn more about system extensions.

Managed Apps

macOS Packages ® Add system extension

Privacy Preference Permissions

Choose which permissions the app is allowed to access without
prompting users for approval. For details on how the application will
process your users' data, contact the application’s developer. Learn
more about privacy preferences.

@ Add permissions

Login and Background Item Management

Prevent users from turning off managed Login and Background Items in
System Settings on macOS 13 or later. Learn More

@ Add ltems




e www.intunebrew.com

People Devices Apps & Services Brands Ads Ghostbusters, Inc v @

X &) APPLE BUSINESS - MACOS PACKAGE v COMPATIBLE X

A\

o

ADD TO APPLE BUSINESS

’ Company Portal vs.2¢e2.0

Add New package Paste these values into Apple Business to deploy this app to managed Macs via Apple's
built-in MDM.
Package Name
Mélard Inventory PACKAGE NAME

Package Information Company Portal

Configure your hosted macOS packages and deploy them to
your users and devices. Learn more about hosting and
distributing packages.

MACOS PACKAGE URL

https://officecdn.microsoft.com/pr/C1297A47-86C4-4C.. © copy
macOS Package URL
https://melardclothing.com/myApplnstaller.pkg

SHA-256 HASH 64 chars

Enter the URL to the macOS package installer. Ensure the file at this
URL will not change.

126dcaaf74474d11c1354472288F51bc2d542c17486190eal4s8.. [© coPY

SHA-256 Hash
5fd924625f6ab16a19cc9807¢c7c506ae1813490e4be

. . . BUNDLE ID
Enter the SHA-256 hash of the package. For instructions on generating

a hash, learn more.

com.microsoft.CompanyPortalMac

Bundle ID
com.melardclothing.myapp

Enter the Bundle ID of the application installed by the package.
@ Vendor-hosted package

This .pkg is hosted directly by the vendor. The URL points to the vendor's own
download server.

Apple Business documentation [ Vendor homepage 4

U


https://www.intunebrew.com/apps

Can | auto install apps &
make them available in
the Apple Business App?

No! Each App must be set to
either manual or auto.

Can | set PPPCs along Only for Packages. Use
with App Store Apps? Custom Settings.

Yes!
(untested, but mentioned on

Apple Session)

Can | run scripts In
Packages?




Security
"Don't look at the trap”



=, business.apple.com C
Home People Devices Apps & Services Brands Ads

@ 1 item for review in Inventory. View >

Status
Inventory +

Last Seen
Customer Numbers >

O
’ Q_ Search ( 1Fiter @ ) N

Firewall
1 Device

FileVault

MacBook Air Firewall Turned Off (O

Janine Melnitz

Activation Lock

Assigned Apps

No Apps Added

Assigned Configurations

006

Device Storage

72 GB 422 GB 494 GB
Used Available Total

Activity

D +

Ghostbusters, Inc v

30 minutes ago

e

macOS 26.0.1

Go to Apps

R B B i e o B R R R 0 A T A T B L N A e o v A B A I B S S i A i ol Sy SR B st R B

Warning

No Firewall

Settings



= business.apple.com
Home People Devices Apps & Services
@ 1 item for review in Inventory. View >
Inventory +
Customer Numbers >
| Q Search 1Filter @ ) ™
1 Device
MacBook Air Firewall Turned Off (©)

Janine Melnitz

S I S AN O N R S PR SR T S T i e o SR S R

¢ b +
Brands Ads Ghostbusters, Inc v

Status

Last Seen 30 minutes ago
0S macOS 26.0.1
Firewall QO Off
FileVault ® On
Activation Lock QO Off
Assigned Apps >
No Apps Added Go to Apps
Assigned Configurations >

006

Device Storage

72 GB 422 GB 494 GB
Used Available Total

Activity

AR AR (:f.“.;&-{j('-_:-,_.,‘-;"-\ R E g F P O L S N PN

Settings
Warning

No Firewall
Activation Lock

Compliance?



= business.apple.com
Home People Devices Apps & Services
@ 1 item for review in Inventory. View >
Inventory +
Customer Numbers >
| Q Search 1Filter @ ) ™
1 Device
MacBook Air Firewall Turned Off (©)

Janine Melnitz

S I S AN O N R S PR SR T S T i e o SR S R

¢ b +
Brands Ads Ghostbusters, Inc v

Status

Last Seen 30 minutes ago
0S macOS 26.0.1
Firewall QO Off
FileVault ® On
Activation Lock QO Off
Assigned Apps >
No Apps Added Go to Apps
Assigned Configurations >

006

Device Storage

72 GB 422 GB 494 GB
Used Available Total

Activity

AR AR (:f.“.;&-{j('-_:-,_.,‘-;"-\ R E g F P O L S N PN

Settings
Warning

No Firewall
Activation Lock
Compliance?
FileVault?



= business.apple.com
Home People Devices Apps & Services
@ 1 item for review in Inventory. View >
Inventory +
Customer Numbers >
| Q Search 1Filter @ ) ™
1 Device
MacBook Air Firewall Turned Off (©)

Janine Melnitz

S I S AN O N R S PR SR T S T i e o SR S R

¢ b +
Brands Ads Ghostbusters, Inc v

Status

Last Seen 30 minutes ago
0S macOS 26.0.1
Firewall QO Off
FileVault ® On
Activation Lock QO Off
Assigned Apps >
No Apps Added Go to Apps
Assigned Configurations >

006

Device Storage

72 GB 422 GB 494 GB
Used Available Total

Activity

AR AR (:f.“.;&-{j('-_:-,_.,‘-;"-\ R E g F P O L S N PN

Settings
Warning

No Firewall
Activation Lock
Compliance?
FileVault?

Gatekeeper



0

Home People Devices

@ 1 item for review in Inventory. View >

Configurations

‘ Q. Search

6 Configurations

All Configurations
Browse all configurations

FireHouse Firewall

App Access
App Access - i0S, tvOS, visionOS

FireHouse Password and Screen Unlock
Password and Screen Unlock - i0S, macQOS, visionOS

FireHouse Software Update
Software Update - i0S, macOS

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQOS, visionOS

Reception iPad Software Update
Software Update - i0OS, macOS
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business.apple.com

Apps & Services

e, B +
Brands Ads Ghostbusters, Inc v @
Cancel

- ®

Name

FireHouse Firewall

:= Choose Type {# Configure

Q. Firewall (%

Application Layer Firewall 4
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@ 1 item for review in Inventory. View >

Configurations

‘ Q. Search

6 Configurations
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All Configurations
Browse all configurations

FireHouse Firewall

App Access
App Access - i0S, tvOS, visionOS

FireHouse Password and Screen Unlock
Password and Screen Unlock - i0S, macQOS, visionOS

FireHouse Software Update
Software Update - i0S, macOS

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQOS, visionOS

Reception iPad Software Update
Software Update - i0OS, macOS
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e, B +
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Cancel
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Settings

Firewall Configuration

Name

FireHouse Firewall

:= Choose Type {# Configure

Q. Firewall (%
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Home People Devices

@ 1 item for review in Inventory. View >

Configurations

‘ Q. Search

6 Configurations

All Configurations
Browse all configurations

FireHouse Firewall

App Access
App Access - i0S, tvOS, visionOS

FireHouse Password and Screen Unlock
Password and Screen Unlock - iOS, macQOS, visionOS

FireHouse Software Update
Software Update - i0S, macOS

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQOS, visionOS

Reception iPad Software Update
Software Update - i0OS, macOS

- ®

business.apple.com

Apps & Services

< Back

N S
"‘*LZ:'» —_—
Fire

Brands

e, B +
Ads Ghostbusters, Inc v @
Cancel

Firewall status

Choose optional firewall settings.

Block all incoming connections

Block all incoming connections except those required for basic
internet services, such as DHCP, Bonjour, and IPSec. If enabled,
stealth mode is automatically enforced.

Don't Enforce

‘ Block all incoming connections

0 When blocking all incoming connections,

sharing services will be unavailable, such as

AirPlay, file sharing, screen sharing, and
media sharing.

Stealth mode

Prevent macQOS from responding to ping requests and connection

attempts to a closed TCP or UDP port.

Save
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Settings

Firewall Configuration
Enable
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Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v Q
L] L] L ] X
Edit Configurations
Blueprints _ , ,
Add configurations to employee devices. To add
[ Q_ Search more, go to Configurations.
2 Blueprints Q. Search r,_H
: — &
I FireHouse _ T
W 4 Configurations Security Network Personalization
- FireHouse
I Reception iPad
W 3 Configurations
/ &)
Edit name Delete
People Devices Configurations Apps
FireHouse Software Update
tions Edit

FireHouse Wi-Fi

iuse Password and Screen Unlock

B Reception iPad Password and Screen Unlock

App Access

use Software Update

yuse Wi-Fi

Settings

Firewall Configuration

Enable
Add to Blueprint
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Inventory + Overview Details Apps Configurations
t Numb
Customer Numbers ? 0 macOS 26.4.1 will be enforced on May 4, 2026 at
5:00 PM device local time. The user is notified daily.
- Q janine e N

Details >
Select All - 2 Devices
Assignment Janine Melnitz
M E] iPhone 14 Plus
— Janine Melnitz
Serial Number TY71272D61
MacBook Air
D' Janine Melnitz Status
Last Seen 1T minute ago
OS macOS 26.0.1
Firewall ® On
FileVault ® On
Activation Lock QO Off
Assigned Apps >
No Apps Added Go to Apps

Assigned Configurations

Settings

Firewall Configuration
Enable

Add to Blueprint

Drift
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Configurations + Cancel
‘ Q  Search ’ @ N
Name
7 Configurations FireHouse FileVault

— All Configurations
—~/  Browse all configurations := Choose Type {# Configure

FireHouse FileVault

App Access Q. FileVault [
N . -
pp Access - I0S, tvOS, visionOS
:
FireHouse Firewall Filevault v

Application Layer Firewall - macOS

B FireHouse Password and Screen Unlock
Password and Screen Unlock - iOS, macOS, visionOS Next
FireHouse Software Update
Software Update - i0S, macOS

FireHouse Wi-Fi
- Wi-Fi - i0S, macOS, tvOS, visionOS

B Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQOS, visionOS

Reception iPad Software Update
Software Update - i0OS, macOS
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Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v ;@
Configurations + Cancel
| Q Search e N
. . Name . . .

FileVault Configuration
@ All Configurations g
< Browse all configurations := Choose Type @Configure
FireHouse FileVault

App Access Q. FileVault (X
N / . -

pp Access - I0S, tvOS, visionOS

:
FireHouse Firewall FileVault 4

Application Layer Firewall - macOS

B FireHouse Password and Screen Unlock
Password and Screen Unlock - iOS, macOS, visionOS Next
FireHouse Software Update
Software Update - i0S, macOS

FireHouse Wi-Fi
- Wi-Fi - i0S, macOS, tvOS, visionOS

B Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQOS, visionOS

Reception iPad Software Update
Software Update - i0OS, macOS
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Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v ;@
Configurations + < Back Cancel
| Q Search e N

| . Name () ® ®

FileVault Configuration
@ All Configurations g
< Browse all configurations QChOOSG Type iBConfigure

FireHouse FileVault

< App Access @ Encryption certificate is not uploaded

Encryption Certificate

App Access - i0S, tvOS, visionOS FileVault will not be applied to devices until an

encryption certificate is uploaded. To upload
FireHouse Firewall an encryption certificate, go to Built-in Device
Application Layer Firewall - macOS Management Server.

B FireHouse Password and Screen Unlock

Password and Screen Unlock - iOS, macOS, visionOS

FireHouse Software Update

f ¥ . .
Software Update - 105, macOS @ FileVault settings don't affect Macs enrolled

as personal devices.
FireHouse Wi-Fi
- Wi-Fi - i0S, macOS, tvOS, visionOS

B Reception iPad Password and Screen Unlock Configurable Settings

Password and Screen Unlock - i0S, macQOS, visionOS
When FileVault is applied to a Mac, it automatically

Reception iPad Software Update secures the data by encrypting its contents.

Software Update - i0OS, macOS
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Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v @
< Back
Built-in device management
® ® ®
FileVault Configuration
FileVault
FileVault Encryption Certificate Upload file
Your FileVault recovery keys are encrypted with your encryption certificate. To create an ® ® ®
ncryption Certificate
Device Enrollment iPad iPad
Enroll as organization-owned devices h
iPhone iPhone o
Enroll as personal devices
Mac Mac
Enroll as organization-owned devices h
Apple Vision Pro Apple Vision Pro
Enroll as organization-owned devices
Date Created April 14, 2026




0O - FileVaultKey.zsh v
FileVaultKey.zsh
1 #!/bin/zsh --no-rcs
2
3 (ID=$(LC ALL=C tr -dc A-Z0-9 </dev/urandom | head -
4 openssl req —newkey rsa:2048 -nodes \
5 -keyout ~/Documents/FileVaultKeyEncryptionPrivateKey_ $ID.pem \
6 -x509 -days 36500 \
7 -subj "/CN=FileVault y Encryption C ($ID)" \
8 -out ~/Documents/F1leVaultKeyEncrypt1onCert $ID.pem)
@ AllOutput ¢ | Til | v

Generating a 2048 bit RSA private key

0 Run Succeeded

Time 97 ms

Peak Memory 2.4M

:

O O
¢ iCloud...

Box
(G} ulrik

Macintos...

@ AirDrop

(]

Trash

4 Documents =2

Name A~  Date Modified

FileVaultKeyEncryptionCert_IQIMPXOL.pem Today at 22.53
FileVaultKeyEncryption...ivateKey_IQIMPXOL.pem Today at 22.53

2 items, 303,87 GB available on iCloud

000

Size

Q

Kind

1 KB printabl...archive
2 KB printabl...archive
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< Back

Built-in device management

4 Devices

FileVault FileVault Recovery Keys

Download recovery keys for all devices encrypted with FileVault. To
decrypt recovery keys, learn more.

FileVault Encryption Certificate

FileVaultkeyEncryptionCert_IQIMPXOL.pem Edit

Your FileVault recovery keys are encrypted with your encryption certificate. To create an
encryption certificate, learn more.

© Active Certificate

Device Enrollment iPad .
iPad

Enroll as organization-owned devices

iPhone .
IPhone
. A4
Enroll as personal devices
Mac Mac
A4

Enroll as organization-owned devices

Vault

FileVault Configuration

Encryption Certificate

Upload .pem
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Configurations +
| Q Search \ @ N

8 Configurations

ileVault Configuration

(=) All Configurations FireHouse FileVault

—" Browse all configurations

App Access
Nj PP , y
App Access - 10S, tvOS, visionOS

Overview Configuration

FireHouse FileVault
FileVault - macOS

ncryption Certificate

FireHouse Firewall FileVault settings don't affect Macs enrolled as
Application Layer Firewall - macOS perSOnal devices.

B FireHouse Password and Screen Unlock

Password and Screen Unlock - i0S, macQOS, visionOS

pload .pem

Configurable Settings

FireHouse Software Update When FileVault is applied to a Mac, it automatically secures the data
Software Update - i0S, macOS by encrypting its contents.

FireHouse Wi-Fi

Wi-Fi - i0S, macOS, tvOS, visionOS Encryption Certificate

Your FileVault recovery keys are encrypted with your encryption certificate. y
To replace your encryption certificate, go to

Built-in Device Management Server.

B Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQOS, visionOS

Reception iPad Software Update _ y
Software Update - iOS, macOS Encryption Certificate

® Uploaded
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& Apple Business - Inventory // File manager (/) - Kontrolpanel - Simply.com e @& Business in the Neighborhood. e Present mode

#Business Home People Devices Apps & Services Brands Ads Ghostbusters, Inc v Q

@ 1 item for review in Inventory. View >

Devices Inventory + Details ’
Assignment Janine Melnitz
Inventory Customer Numbers >
, Serial Number TY71272D61
Management Services
| Q Search ( 1Fiter @) N S
Built-in Management N\ tatus
1 Device
8| . Last Seen Just now
ueprints
MacBook Air FileVault Turned Off (0)
Janine Melnitz
Configurations OS macOS 26.0.1
Managed Apps Firewall ® On
macOS Packages FileVault QO Off
Activation Lock QO Off
Assignhed Apps >

"~
Assigned Configurations
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Can you rotate the
FileVault Keys?

Can | set additional
restrictions?

What about pSSO

Currently not in the user
interface.

Additional restrictions are
possible with custom

settings
com.apple.applicationaccess

Right now it works only with
Company Portal and custom
setting.
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Account_TimeMachine.mobileconfig

h. N | = Account_TimeMachine.mobileconfig

© 0 N O 00 & W

11
12
13
14
15
16
17
18
19
20
21
22

k?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/

PropertylList-1.0.dtd">
<plist version="1.0">
<dict>
<key>PayloadContent</key>
<array>
<dict>
<key>PayloadDisplayName</key>
<string>Restrictions</string>
<key>PayloadIdentifier</key>

<string>com.apple.applicationaccess.40581584-7321-466D-AAE5-4BABOC41CA2A</string>

<key>PayloadType</key>
<string>com.apple.applicationaccess</string>
<key>PayloadUUID</key>

<string>40581584-7321-466D-AAE5-4BABOC41CA2A</string>

<key>PayloadVersion</key>
<integer>1</integer>
<key>allowLocalUserCreation</key>
<false/>
<key>allowTimeMachineBackup</key>
<false/>

</dict>

Symbol ¢

lahsTdee

Line 1, Column 1

s
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& System Settings Edit View Window Help Wed Apr 29 09.42

[ BN Users & Groups

Q  Search Janine Melnitz
Admin

g Notifications

Sound Guest User

off ” )
Focus )y o ﬁ:\ -

Exploratorium Trip @ Beach

Add Group. &

Screen Time

Macarons
© Metro Map

g Lock Screen Automatically log in as

Automatic login can’t be turned on because FileVault is enabled.

0 Privacy & Security

_ Network account server
%) Touch ID & Password

22 Users & Groups

Internet Accounts
@ Game Center
» iCloud

@ Wallet & Apple Pay

Keyboard

4. Trackpad

@ Printers & Scanners




& System Settings Edit View Window Help Wed Apr 29 09.42

Time Machine

Time Machine

Time Machine backs up your computer and keeps local snapshots and

hourly backups for the past 24 hours, daily backups for the past month and

weekly backups for all previous months. The oldest backups and any local Exploratorium Trip
snapshots are deleted as space is needed.

Network ¥ These settings have been configured by a profile. ;§;
) ] ‘{,‘}( -,.’

L .
\ Battery == s

Macarons
@ General » Metro Map

Accessibility
@ Appearance

\=) Menu Bar

9 Beach

| =

, » Ethan at the Gym”
F ; » - ’,’—’ .
V7§ al e T T
L g
»

Desktop & Dock . 2 ey ) I8 ?““
\ - o .'-'/- ”y J “;
- - : ‘ ¢ AN rF r -_'J.\-D f

o o
-

? Apple Intelligence & Siri > AT . ‘o
r 4

@ Displays
g Spotlight

\::9 Wallpaper

{3 Notifications

Sound

Focus
" o

-~ —




@ Safari File Edit View History Bookmarks Window Help o e Q Wed Apr 29 00.00

O ] v office.com Registration Required
e Please register with your identity provider.

We use optional cookies to improve your experience on our websites, such as through social media
Connectionsl and to dlsplay parcanalizad aduarticina hacad an vnnr anlina activitvy f vni raiact antinanal s Aspen

cookies, only cookies necf Manage cookies
by clicking “Manage Coo

Sign in to Safari with single sign-on

Microsoft | Mic All Microsoft v

=5 Microsoft
Sign in

el ‘ Email, phone, or Skype
o
COpIIOt No account? Create one!

Can't access your account?

at the Gym
e

The Microsoft 365 Cop P

with innovative apps.

.

m@

Q Sign-in options

Terms of use  Privacy & cookies

. () More information Opt-Out of Single Sign-On .-Close
One place for you

Explore how the Microsoft 365 Copilot app helps you search, chat* create, and stay in the flow.

=SSO
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Home People Devices

Configurations

‘ Q  Search

7 Configurations

—o-
O
—O

All Configurations
Browse all configurations

FireHouse Gatekeeper

App Access
App Access - I0S, tvOS, visionOS

FireHouse Firewall
Application Layer Firewall - macOS

FireHouse Password and Screen Unlock
Password and Screen Unlock - iOS, macOS, visionOS

FireHouse Software Update
Software Update - i0S, macOS

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQOS, visionOS

Reception iPad Software Update
Software Update - i0OS, macOS

business.apple.com

Apps & Services

e N

e h + O
Brands Ads Ghostbusters, Inc v ;@
Cancel

Gatekeeper settings don't affect Macs
enrolled as personal devices.

FireHouse Gatekeeper

:= Choose Type {# Configure

‘ Q. Gatekeeper (%

ﬂ Gatekeeper 4
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Gatekeeper
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Home People Devices

Configurations

‘ Q  Search

7 Configurations

All Configurations
Browse all configurations

FireHouse Gatekeeper

App Access
App Access - i0OS, tvOS, visionOS

FireHouse Firewall
Application Layer Firewall - macOS

FireHouse Password and Screen Unlock
Password and Screen Unlock - i0S, macOS, visionOS

FireHouse Software Update
Software Update - i0OS, macOS

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQS, visionOS

Reception iPad Software Update
Software Update - i0OS, macOS

business.apple.com

Apps & Services

e h + ©
Brands Ads Ghostbusters, Inc v %
Cancel

< Back

e n

Gatekeeper settings don't affect Macs
enrolled as personal devices.

Choose a platform

Choose the platform(s) for this configuration.

v macOS

Gatekeeper configuration

Configure settings for Gatekeeper.

Gatekeeper mode

Choose the scope of apps that users can open without being blocked
by Gatekeeper.

Gatekeeper mode

App Store and identified developers

Finder override

Choose whether users may use Finder's context menu to open apps
that would be blocked by Gatekeeper.

) Allow

© Deny

Gatekeeper

New Configuration



0

Home People Devices

Configurations

‘ Q  Search

7 Configurations

—C
o
—0—

N

0))

All Configurations
Browse all configurations

FireHouse Gatekeeper

App Access
App Access - i0S, tvOS, visionOS

FireHouse Firewall
Application Layer Firewall - macOS

FireHouse Password and Screen Unlock
Password and Screen Unlock - i0S, macOS, visionOS

FireHouse Software Update
Software Update - i0S, macOS

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

Reception iPad Password and Screen Unlock

Password and Screen Unlock - i0S, macQS, visionOS

Reception iPad Software Update
Software Update - i0OS, macOS
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business.apple.com

Apps & Services

-+ < Back

e h + ©
Brands Ads Ghostbusters, Inc v Q
Cancel

Gatekeeper settings don't affect Macs
enrolled as personal devices.

Choose a platform

Choose the platform(s) for this configuration.

v macOS

Gatekeeper configuration

Configure settings for Gatekeeper.

Gatekeeper mode

Choose the scope of apps that users can open without being blocked
by Gatekeeper.

Gatekeeper mode

App Store and identified developers

Finder override

Choose whether users may use Finder's context menu to open apps
that would be blocked by Gatekeeper.

. Allow

© Deny

Gatekeeper

New Configuration
App Store & Devs
Deny Overide

Add to Blueprint
BIG MISTAKE!
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Configurations + < Back Cancel
Gatekeeper settings don't affect Macs
‘ Q. Search ’ ®@ N enrolled as personal devices.

7 Configurations

Choose a platform
— All Configurations
Browse -" - B

(&

N

™ v

@ Gatekeeper settings don't affect Macs
enrolled as personal devices.

™ ™

Firerie . ,
Software Update - i0S, macOS

MMM NS N P T T

FireHouse Wi-Fi
Wi-Fi - i0S, macOS, tvOS, visionOS

0))

Finder override

. . Choose whether users may use Finder's context menu to open apps
B Reception iPad Password and Screen Unlock that would be blocked by Gatekeeper.

Password and Screen Unlock - i0S, macQS, visionOS

. Allow

Reception iPad Software Update
Software Update - i0S, macOS o Deny

Gatekeeper

New Configuration
pp Store & Devs
eny Overide

Add to Blueprint

BIG MISTAKE!
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